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Housekeeping

* Please mute your phone lines, Do NOT put this call on hold
— press *6 to mute #6 to unmute your lines at anytime

+ Q&A

» Turn off any pop-up blockers

* Move through slides using # links on left or buttons
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Go to seminar Report technical
I Move forward 1 slide I |?:t homepage problems
slide

+ This event is being recorded
» Archives accessed for free http://cluin.org/live/archive/

Although I’'m sure that some of you have these rules memorized from previous CLU-IN
events, let’s run through them quickly for our new participants.

Please mute your phone lines during the seminar to minimize disruption and background
noise. If you do not have a mute button, press *6 to mute #6 to unmute your lines at
anytime. Also, please do NOT put this call on hold as this may bring delightful, but
unwanted background music over the lines and interupt the seminar.

You should note that throughout the seminar, we will ask for your feedback. You do not need
to wait for Q&A breaks to ask questions or provide comments. To submit comments/
questions and report technical problems, please use the ? Icon at the top of your screen. You
can move forward/backward in the slides by using the single arrow buttons (left moves back
1 slide, right moves advances 1 slide). The double arrowed buttons will take you to 15t and
last slides respectively. You may also advance to any slide using the numbered links that
appear on the left side of your screen. The button with a house icon will take you back to
main seminar page which displays our agenda, speaker information, links to the slides and
additional resources. Lastly, the button with a computer disc can be used to download and
save today’s presentation materials.

With that, please move to slide 3.



Quality Assurance in Electronic
Environmental Data
Management Intro

¢ Dawn Banks-Waller, Quality Staff, Office of
Environmental Information, US EPA

¢ George Brilis, EPA/ORD National Exposure
Research Laboratory (NERL)

e Roseanne Sakamoto, Quality Assurance
Region 9 EPA




~_Intermission
__—You've joined EPA Region 6’s webinar on
Quality Assurance in Electronic Environmental
Data Management

We will continue on this schedule shortly.

Eastern (EDT)
10:30 am Intro

PartI: Data Standards at EPA
Dawn Banks Waller
Quality Staff, Office of Environmental Information, US EPA

11:30 am Part II: Quality and Legal Considerations in the Development and Use
of an Information Management System in EPA
George Brilis
US EPA Office of Research and Development
National Exposure Research Laboratory

2:00 pm Part III: Method for Screening Data Quality in Electronic Data
Systems
Roseanne Sakamoto
Region 9, US EPA




DISCLAIMER

The opinions expressed in this technical presentation
are those of the author and do not necessarily reflect
the views of the US EPA, unless stated otherwise.
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- Purpose of Presentation

e SHARE AND OBTAIN FEEDBACK ON THE FOLLOWING:

e Partl. Data Standards at EPA for storing data and your role by Dawn Banks-
Waller.

e Part II. Quality and Legal Considerations in the Development and Use of an
Information Management System in EPA identifying important quality
assurance features when developing data management systems for EPA
(collection, distribution and content over lifecycle of media program retention
requirements) by George Brilis

¢ Note hard copies should be maintained even if stored electronically, until the integrity of the
data is assured (i.e., not corrupted by outdated software or intrusion).

e Part [II. Method for Screening Data Quality in Electronic Data Management
Systems. Propose “core” QC field and laboratory elements for screening data
quality in EDS like systems in a transparent, quantitative manner by
Roseanne Sakamoto




_INFORMATIO
QUALITY ASSURANCE

¢ INFORMATION CONTENT

e The noun, the “what” of the information including
the format it is in and the processes that led us to
having good content.

¢ INFORMATION COLLECTION/ACCESS

e The verb, how information is collected, accessed
and shared, secured, moved, updated, interacted
with (to make new information) and the processes
to ensure interaction can occur.




Why is QA involved in Data Management?

Continual Improvement of the Quality Management System:
[ A Plan — Do — Check — Act Approach l

EPA
Stakeholders
Partners
Public

EPA Quality Process

Management
Planning
Documentation
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Assessment and [-}---»
Improvement

Requirements

Product
Development
Oversight

EPA
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Public

Satisfaction

Key
——» Value— adding activities

————————— #» Information Flow
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e cost of quality
Q UA L ITY - features + freedom from defects

More features = cost more $$$$$$$

More defects = will cost more $$$$$

l

therefore, reducing defects can save $$$$$$$$

because it costs $$$$$ to fix mistakes, rework, re-inspect
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Part 1: Data Standards at EPA
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What are EPA Data Standards?

¢ Documented agreements on representations,
formats, and definitions of common data

o (http://www.epa.gov/datastandards) under the Find a Standard tab;
EPA Approved Standards subtab

e Implemented per business rules that are maintained
in separate guidance documentation

¢ Developed collaboratively and in consensus with
Exchange Network partners and EPA Organizations

¢ Only developed when no similar international,

national, or federal standard exists
¢ NIEM is a national standard that should be used when appropriate
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Why You Must Use Standards

¢ National Technology Transfer and Advancement Act

of 1995 (NTTAA)

e OMB Circular A-119 Federal Participation in the
Development and Use of Voluntary Standards

e OMB Circular A-130 Management of Federal
Information Resources

e EPA Data Standards Policy

e EPA Enterprise Architecture Policy
e EPA Central Data Exchange (CDX)
e Exchange Network

¢ |T Contract Requirement
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Benefits of EPA Data Standards

e Support business needs

¢ Environmental business processes (Common fields and
definitions for information related to permitting, sampling, etc.)

¢ Environmental analysis (Enables data to be compared over
time by location, toxic chemicals involved, facility, etc.)

¢ Environmental data exchange (common structures and
definitions to enable accurate and efficient transfer of data
between organizations)

+ Environmental reporting (ability to aggregate or present data to
decision makers that is based on common, well-understood
meanings)

¢ \Works within and across business areas

15

15



. —
Benefits of EPA Data Standards

B

enefits as applicable to any standard

Developed by subject matter experts coming to common
consensus on how to solve business problems — so represents
the “best” solution

Harder to develop, but cheaper in the long term because you can
use the same code, the same presentation/publishing
mechanisms to provide access to information

Enable transparency and understanding — use of standards
promotes common, clear meanings for data that is often reused
Enable access — the same well understood terms, codes, and
data structures can be used for data retrieval

Encourages and enables reuse of data and software for multiple
purposes

Mappings to standards allow comparisons even when data isn’t
standardized — solves “environmental interest” problem

Consistent results during data retrieval
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How EPA Data Standards are Developed

¢ Proposal

e Action Team Charter Developed/Approved
¢ Action Team Launched

¢ Draft Approved for Technical Review

¢ Resolution of Comments

¢ Draft Approved for Public Review

¢ Resolution of Comments

¢ Draft Adopted

¢ Periodic Review

¢ Revision as Needed

17
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Implementation

e Data Standards Web Site for EPA allows
developers and individuals across federal and
other standards communities to find information
(and collaborate) about standards and related
services

e Training course

¢ On-line modules on Web site (http://www.epa.gov/datastandards)
under the Training tab; On-line Training subtab

18
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EPA Data Standard Implementation Rules

e Data Standards implementation depends on the
context; frequently there is no “right” way.

e \What is in a standard — data elements, blocks
and tags

e Terms and meaning
e Structure and Format
¢ Possible code sets

19
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Implementation Assessments

e Program Office self assessments

¢ READ “Report Card” for each EPA system completed by system
owners and approved by IMO or IRM branch chiefs (report
available by office or by standard)

e DSB or contractor conformance reviews for
individual systems (expensive and fairly rare)

20
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EAD Information Resource Detail - Windows Internet Explorer provided by EP;

P Data Standards Display Section (contains list of previously entered standards and status)

This section dispiays each standard and version that should be appicabl to a system as well as the conformance status for that standard and version (completed, in process, covered by time extension waiver, or covered by permanent waiver).

In Process / Completed

Planned Completion  Actual Completion
Date Date

Delete Standard Comment
(] Chemical entification 2.0 0210172004 04/017200¢
O £dt ESAR Analysis and Resuts 1.0 0710172006 0710172006
o £dt Facilty Se denification 2.0 1010112006 08/0172007
o Edt LattudeiLongtude 2.0 0210172002 0200172002
O £oit Representation of Date and Time 1.0 020172002 0210172002
0 £dt Tribal entifier 1.0 1210112004 0200172005
Time Extension Waiver
RequestInitiated  Requested Approved
Delete  Edit Standard Waiver Status. Date Days Approved Date Days Expiration Date Comment
There are no time extension waivers specified for this information resource; use the data entry section below to add them
Permanent Waiver
Request Initiated
Delete  Edit Standard Waiver Status Date Approved Date Comment

‘There are no permanent waivers specified for this information resource; use the data entry section below to add them.

Delete Selected Rows

& Data Standards Entry and Edit Section

This section is used to enter and edt each standard and version that should be applicable to & system. t wil refresh frequently as you enter information. You will need to scroll back down to where you made your selections to continue each time that this
occurs.

Standard Version +| Conformance Status

If conformance status is in process or completed, fill in the following
Planned Completion Date Actual Completion Date

For Time Extension Waivers
Time Extension Waiver Status

Requested O approved O Denied
Request Initiated Date Requested Days

21

Approved Date Approved Days
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e Attached Binary Object
e Facility Identification

¢ Institutional Control

e Latitude/Longitude

e Measure

¢ Method .
e Permitting Information .
e Quality Assurance and Quality Control®
e Representation of Date and Time

e Sample Handling

e SIC/NAICS

e Tribal Identifier

e Well Information

Current Approved EPA Standards

Bibliographic Reference
Biological Taxonomy
Chemical Identification
Compositing Activity
Contact Information
Enforcement and Compliance
Equipment

ESAR: Analysis and Results
ESAR: Field Activity

ESAR: Monitoring Location
ESAR: Overview

ESAR: Project

22
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EPA Approved Data Standards | Data Standards | US EPA - Windows Internet Explorer provided by EPA =18] X]
S - & X : EIGRIE 5

Fle Edt View Favortes Tools Help

¢ < U3 epa Approved Data Standards | Data Standes U .. || {2 - B - i - [} Page - (G Toos -

U.S. ENVIRONMENTAL PROTECTION AGENCY
Data Standards

Contactus  Search: @ AllEPA 60| agvanced search
You are here: EDA Home » SoR Home » Data Standards Home w Find a Data Standard » EPA Approved Data Standards

Find a Data
Data Standards Home Standard

BesiC knoraation EPA Approved | Federal, National & International

Frequent EPA Approved Data Standards

Questions/Help

Login for EPA &

The following data standards have been adopted by the EPA for use by Agency program offices.
Link to SoR Home

Enter Filter Terms:

I Fiter

Registry of EPA
b @ Show Latest Versions (' Show All Versions
Databases (READ)
Reusable Component
ices Type of Standard Name . Version, Dateof . . Required == Comments = ot e
Data Registry Services NI EY I (* = Available Code Set) No. ° version* P! e Ol o, © v
Terminology Services
Substance Registry EPA Attach, inan 1.0 2006-01-06 2008-05-27 Svstem
Services Administrator _
Facility Registry
ePA Biblicaraphic Reference 10 2008-05-06
strator
€PA Bilogical Taxonomy 2.0 2006-01-06 2008-05-19 System
Administrator
B Chemical 1dentification 2.0 2006-01-06 2008-05-15 System
Administrator
€pA Compositing Activity 10 2006-01-06 System
Admnistrator
=X Contact Information 2.0 2006-01-06 System
Administrator
EPA Enforcement and Compliance 2.0 2008-07-30 2011-07-29 System
Administrator
£ Equipment 1.0 2006-01-06 Svstem
Administrator
ePA AR: Analysis an it 20 2010-02-04 2013-02-04 Incorporates  System
additional Administrator
water quali
and biological
data elements
€PA ESAR: Field Activity 2.0 2010-02-04 2013-02-04 Incorporate  System
additional Administrator

water quality
and biological 23
data elements

I [ N3 Local ntranet [F100% -
#/start| ) > Does CLU-IN Webinars... | &5/] DALLAS_INTRO_&F 729... | §51) Body of Knowledge.ppt [.. | £5/) 0711.ppt [Compatbity ... | &51] DALLAS_DEW_102011.p... | 4 EPA Approved Data s... Desktop |« 814 AM




Some important EDS Related to Field and
Laboratorv QC

EPA

EPA

EPA

EPA

ESAR: Analysis and Results

: Field Activity

R: Overview

: Project

8]
o

2.0

2.0

2.0

2010-02-04 2013-02-04

2010-02-04 2013-02-04

2010-02-04 2013-02-04

2006-01-06

2010-02-04 2013-02-04

Incorporates
additicnal
water quality
and bislogical
data elements

Incorporate
additional
water quality
and biological
data elements

Incorporates
additicnal
water quality
and bislogical
data elements

Incorporates
additional
water quality
and biological
data elements
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ENVIRONMENTAL SAMPLING, ANALYSIS and RESULTS: PROJECT
Standard No.: EX000002.2
February 4, 2010

Appendix A

Environmental Sampling, Analysis, and Results: Project Data Structure Diagram

Environmental Sampli
Analysis and Result:
Project
Data Standard

1.0 Project Point of
Contact

1.1 Project Contact
1.2 Project Client
Contact

2.0 Project
Identification
2.1Project Identifier
2.2Project Name:

2.3Project
Environmental
InterestName

3.0 Project 4.0 Project Reason 5.0 Data Collection 6.0 Data Collection
Duration 2.1Project Purpose rea o
3.1Project Start Text 5.1Data Collection Identification
ate 4.2Project AreaName
3.2ProjectEnd Objective Text 5.2Data Collection
ate 4.2 sampling Area Description
3.3Project Duration Design Type Text
Te; Name 5.3 Data Collection
3.4 Project Status 4.4 Project AreaType Name
&; Outcome
3.5Project Status Description Text
8.0 Project 9.0 Project
Reference Attached Bibliographic
— Binary Object Reference

7.0 Data Collection

7.1Data Collection
Quality Assurance
PlanIndicator

7.2Data Collection
Quality Assurance
Plan Description

Text

7.3Data Collection
Quality Assurance
Plan Date

7.4 Sample Collector
Certification Text

25
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ENVIRONMENTAL SAMPLING, ANALYSIS
AND RESULTS: MONITORING LOCATION DATA STANDARD
Standard No.: EX000003.2
Febriians 4 2010

Environmental Sampling, Analysis and Results: Moni

Appendix A

Environmental Sampling,
Analysls and Results:

oring Location Structure Diagram

Monitoring Locat Data
Standard
[ [ [ [ I
1.0 3.0 Geographic |[4.0 5.0 Monitoring Location 6.0 Air Emissi 7.0 Air Open Path 8.0 Waterbody
Monitoring.. Monitoring || Monitoring Influences Point Identifigation Identification
Logation Location || Location 6.1 ArEmission R 3ndU:
Pointof Attached || 5.1AirMonitorng Locstion Identiier 51 Water
Contact 3.1Montorng || Binary Infi s 6.2 ArEmizsion Relesse Pont Name
n Object 5.1.1Road Influences Iransmitter 8.2 Wsterbody
5.1.1.1 Draction from Monitor t Horzontsl Rafersnce || Use
Location Name Road Code OffsatMsazum || Clazsfiation
2.3 Monitoring 5.1.1.2Rosd Name 7.3 Open Patn Racaer Text
Location Type 5.1.1.3 Rosd Typa Name Horzontsl Raferance || 5.2.1 watersod:
Name Pa 5.1.1.4 Road Surfsea Type Point OffsatMsszue | [ Use
2.4 Monitoring 3.3Horzonta 5.1.1.5 Traffic Count Messure e 7.4 Coen Bay Cisssificat
Location Raferen 5.1.1.6 Traffic Count Date §.3.3ArEmsson Relssss Point ransmitterVartica! Text Reference
Description Paint Off 5.1.4.7 Traffic Count Source SisckFence Line Distance Refarzncs Point 8.3 Riverhie
Text Messure Name Offset Messure Text
3.4 Varesl 5.1.1.8 Distancs fromMonitorto| | 6.3.4 ArEmission Reiesse Point ([ 7.6 Ooen PathRecever || 8.3.1RwerMie
Refersnce Road Messur Exit Gos Tempersture & Text Refarance
Point Offset 5.1.2 Obstruction Influsnce: e || 5.£EPAR0h
Messure 5.1.2.1 Obstruction Idanifier n Reizsse Pont || 7.6 Ooen PatnBeam Code
3.5Probe Haionf 5.1.2.2 Obstruction Type Name it Gas Velocity Messure VerticslAngle 3.4.1 EPA Reac
[ 5.1.2.3 Distanca from Monitor o Pont Code
3.6Pmbe Obstryction Messure zz Referznce
Verical 5.1.2.4Obstn nt
D sy Point
5.1.2.5 Obstruction Widith 7.8 Open Psth Besm
Yy Messurs jssse Point Length Messure S.0Well
Horzonts! 5.1.2.6 Draction from Monitor & Horzontal Ares Fugitive 7.9 Open Pstn Location “Information
Distan Obstruction Code sure Land Use Text Datz
Messy 5.2 Wster'Wsste Montorng || 6.4.2 A Emission Relesse Point Standard
Locaton Influsnces Heiaht Fuaitive Measure Deils
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VIRONMENTAL SAMPLING ANALYSIS

AND RESULTS: FIELD ACTIVITY

Standard No.: EX00!
Februarv 4. 2010

0004.2

Environmental Sampling,
Analysis and Result
Field Activity
Data Standard

1.0 Eield Activity
Boint of Contact

2.0 Field Activity
Identification

2.1 Field Activity
Identifier

2.2 Field Activity
Type

Time

3.0 Eield Activity
Date and Time

3.1 Field Activity
Start Date

3.2 Fleld Activity
Start Time

3.3 Field Activity End

Date
3.4Field Activity End

4.0 Eield_Activity
Equipment

Quwal pe

5.3 Field Activity Observat
Qualifi ue

5.4 Field Activity Observat
Qualifier Concurrence
Authority Text

5.6 Field Activity Observat
Qualifier Concurrence
Indicator

rvation

Activity Observation

7.0 8.0 Sample Event
Depth/Height
7.1 Sampls Identifier 8.1 Sample Event
7.2 Sampele Complianss Depth/Height Measure
ndicatar 8.2 Sample Event Top
ion 7.2 Sample QC Indicator Depth/Height Measure
7.4 Sample Media Name 8.3 Sample Event Botlom
ion 7.6 Sample Media Sub-division I 7 htta -
Name 8.4 Sample Event
7.6 Sample Description Text Deptn/al e
ion 7.7 Sample Weight Meas: Reference Point Text
7.8 Sample WVolume Menzure

I

10.0 Field Sample

=, ntainer
10.1.1 Sample Container
TypeName
10.1.2 Sample Container
Color Name
10.1.3 Sample Container
ume Text
10.1.4 Sample Container
Identifier

s L L
Method

11.0 Sample Batch and

11.7 Sample Batch
identifier
Sample Batch Type
Shipping Batch
identifier
11.4 Number of Shipping
Containers Sent
eric
Shipping Container
TypeName
Shipping Method
Sample Sent to
Laboratory Date
Sample Sent o
Laboratory Time

11
11

i

No o

@

12.0 Sample Chain af

12.1 Sample Chain of
s

12.2 Sa

Custody Indicator

12.3 Sample Chain of

Comments Text

12.4 Sample Chainof
Custody Contact

13.0 Biological Habitat

13.1 Assemblage Samp!
N

13.2 Sampling Compone|
lame

13.3. Samaling Gompane|
Place In Series Num

13.4 Sample Area Length

13.6 Sample Area Width
.

Measure
132.8 Net Mesh Size Mea
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Standard No.
February 4, 2010

Environmental Sampling,
Analysis and Results:
Analysis and Resuits
Data Standard

e —

1.0 Laboratory
lentification
1.1 Laborstory dentifiar
1.2 Laborstory
Orgsnization Contact
1.3 Laborstory Type Text
1.4 Laborstory
Accreditation Authorty|
Name
1.5 Lsborstory
Accreditstion Identifier

l

3.0 Laboratory
Sample

Condition
3.2.1 Condtion
ssured

xt
3.2.2 Condition

5.0 Sample Preparation
5.1Preparation Contsel
52 Praparation Type Text
5.3 Samols Praosration

5.5 Praparstion Start Dste
5.6 Frapsration Start Time

5.8 Preparation End Time

5.9 Semo!
IntislAmount

2.0 Laboratory Batch

2.5 Numberof Shipping
Containars Recaived

2.6 Sample Count
Received in Batch

2.7 Batch Receipt
Excaption Indicator
2.8 Bsteh Rece:

3.2.3Container

5.10 Sample Preparstion
EnalAmount

4.0 Laboratory
Sample
Handling

£.0. Analysis Information

Group Type Text
Mstrx Text

6.7 Ssmple Anslyzed Amount
5.8 Analysis Stert Date
5.3 Anslysis Start Time
6.10 Analysis End Dste
5.1 Anslysis Encl Time:
5.12 Ansiysis Comments Text

7.0 Substance
Identification
7.1Substance
Id=ntfier
7.2 Substance Name

2.00AGC

9.1Bstch QC
F]
3

Identifiar

0 Analysis Results
dentification
s

¥
328 jessure
8.3 Resuft Basis Catagory
3.4Ra
8.5 Resuit Status
8.5 Resuft Status.
Name

Authority

8.1 Substance Diution

9204/0C Ansysis
2

Numeric

8.12 Substance Ansiysis
e

8.13 Betaction Limi

8.1% Dataction Limt Type

8.15 Reporting Limt

10.0 Analysis
Results Binary
Object

11.0 Toxicology Analysis
Results Identification

11.15iologicsl Respons:

112 Test Organism Name

113 Tast OrganismAge
Messure

11.4 Orgenism Faading
Regime Method
11.5 Test Chamber Msteris!

11.7 Repicste Taly Count
11.8 Organisms ParRepleate

Acceptsble Range Text

1111 Reference Toxcen
Neme

11.12 Reference Toxicant

ResuttMessure

11.13 Referancs Toxcant
TastDste

11.14 Refarance Contro
Chant Limts Text

8.16 Reporting Limt Type

ENVIRONMENTAL SAMPLING, ANALYSIS AND RESULTS: ANALYSIS AND RESULTS
EX000005.2
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Your Role in the Process

e Assistance needed from program managers to
encourage documentation of system level business rules
related to specific standards.

e Support to assure that “program office” standards have
data standard stewards with subject matter and data
management expertise over the long term

e Support to get accurate conformance and waiver
reporting information into READ

e Overall promotion of EPA data standards and the data
standards program

29
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For Additional Information Contact

John Harman — Chief, Data Standard Branch
Harman.John@epa.gov 202- 566 -0748

Lauren Gordon — Data Standards Branch
Gordon.Lauren@epa.gov 202-566-0613
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You’ve joined EPA Region 6’s webinar on
Quality Assurance in Electronic Environmental
Data Management

We will continue on this schedule shortly.

Eastern (EDT)
10:30 am Intro

PartI: Data Standards at EPA
Dawn Banks Waller
Quality Staff, Office of Environmental Information, US EPA

11:30 am Part II: Quality and Legal Considerations in the Development and Use
of an Information Management System in EPA
George Brilis
US EPA Office of Research and Development
National Exposure Research Laboratory

2:00 pm Part III: Method for Screening Data Quality in Electronic Data Systems

Roseanne Sakamoto
Region 9, US EPA
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Notice

* Although this work was reviewed by EPA
and approved for publication it may not
necessarily reflect official Agency policy.

» Mention of trade names or commercial products
do not constitute endorsement or
recommendation for use.

* The opinions expressed in this technical
presentation are those of the author and do not
necessarily reflect the views of the US EPA,
unless stated otherwise.

RESEARCH & DEVELOPMENT,

Building a scientific foundation for-sound environmental decisions
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General Considerations

* In this section we move from manually
documented logbooks and notebooks to
electronic data management systems.

 Itis a good practice to maintain hard copies of
records even if stored electronically, until the
integrity of its contents (data) is assured (i.e.,
not corrupted by outdated software or
intrusion).

RESEARCH & DEVELOPMENT;

Building a scientific foundation forsound environmental décisions

Records include all books, papers, maps, photographs, machine-readable
materials, or other documentary materials, regardless of physical form or
characteristics, made or received by an agency of the United States Government
under Federal law or in connection with the transaction of public business and
preserved or appropriate for preservation by that agency or its legitimate successor
as evidence of the organization, functions, policies, decisions, procedures,
operations, or other activities of the Government or because of the informational
value of the data in them (44 U.S.C. 3301).

Documentary materials is a collective term for records and nonrecord materials
that refers to all media on which information is recorded, regardless of the nature of
the medium or the method or circumstances of recording. http://www.archives.gov/
midatlantic/agencies/records-mgmt/definitions.html

In ISO — a Document can be changed. A Records, once completed, can not be
changed.
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Primary Concerns of an
Information Management System

* Confidentiality - the element that limits
information access and disclosure to
authorized users.

* Integrity — the element of trustworthiness,
includes the concept that the validity of
the data has not been compromised.

« Availability — the element that represents
the requirement that ensures accessibility.

RESEARCH & DEVELOPMENT,

Building a scientific foundation for-sound environmental decisions
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Six Principles for Quality
Considerations

1. Laboratory Management must provide
a method of assuring the integrity of all
data and records.

2. The formulas and decision algorithms
employed by the Electronic
Recordkeeping System (ERS) must be
accurate and appropriate.

RESEARCH & DEVELOPMENT,

Building a scientific foundation forsound environmental décisions

1. Communication, transfer, manipulation, and the storage/recall processes all offer
potential for data corruption. The demonstration of control necessitates the
collection of evidence to prove that the system provides demonstrable protection
against data corruption.

2. Users cannot assume that the test or decision criteria are correct; those formulas
must be inspected and calculations verified.
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Six Principles for Quality
Considerations

3. A critical control element is the capability
to track data entry, modification, and
recording to the individual doing the
activities within the ERS or data system.

4. Consistent and appropriate change
controls, capable of tracking the ERS
operations and software, are a vital
element in the control process.

RESEARCH & DEVELOPMENT,

Building a scientific foundation forsound environmental décisions

3. This capability utilizes a password system or equivalent authentication
techniques to identify the time, date, and person or persons entering, modifying, or
recording data.

4. All changes must follow carefully planned procedures, be properly documented,

and when appropriate include change control, acceptance testing, and validation
processes.
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Six Principles for Quality
Considerations

5. Procedures must be established and
documented for all users to follow.

Control of even the most carefully designed and
implemented ERS will be thwarted if the user
does not follow these procedures.
6. The risk of ERS failure requires that
procedures be established and documented
to minimize and manage their occurrence.

RESEARCH & DEVELOPMENT;

Building ascientific foundation forisound environmental decisions

5. This principle implies the development of clear directions and SOPs, the training
of all users, and the availability of appropriate user support documentation. Ideally
the technology system itself is designed to enforce the procedures and prevent any
users from circumventing the Standard Operating Procedures.

6. Where appropriate, redundant systems must be installed and periodic archival
quality recordkeeping system backups (not simply IT system backup copies) must
be made at a frequency consistent with the consequences of the loss of information
resulting from a failure. The principle of control must extend to planning for
reasonable unusual events and system stresses, such as a vendor’s failure to
continue the product line and provide an errorless and lossless migration to
replacement systems. Archival quality record collection backups are much more
comprehensive and product-independent backups that allow the archival record
collections to be reconstructed, accessed, and retrieved by record users in the
future.
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Legal Considerations

» Always contact the EPA Office of
General Counsel if the review of items
results in a strong cause for concern!

RESEARCH & DEVELOFMENT

Building a scientific foundation forsound environmental decisions
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Legal Protection of
Databases

* Ensure that any contracts dealing with the creation
or licensing of databases adequately cover the new
rights where other intellectual property rights may
have overlooked them.

» Ensure that you know what rights subsist (or will
subsist) in your databases and those that are being
created. Consider getting expert help to audit
existing databases and contracts or agreements
governing their creation and disposition.

RESEARCH & DEVELOFMENT

Building a scientific foundation for-sound environmental decisions
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Legal Protection of
Databases

» Avoid situations where the ownership of any copyright
and database right is held by different people.

* Regularly update any new databases in order to
maximize the term of protection available, but keep
good records of the work which is undertaken, any
financial or other investment in the database and the
date(s) on which it is carried out.

» Use notices or disclaimers regarding the
intended use and/or application of the
database.

RESEARCH & DEVELOPMENT,

Building a scientific foundation for-sound environmental decisions
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Extramural Agreements

A database may be heterogeneous in nature.
That is, it may contain data generated by the
owner and data generated from another
source — possible even by subscription. In
these instances, one does not own the entire
database. Therefore, one may not be able to
freely distribute the entire database. The
alternative may be to license the use of the
database.

RESEARCH & DEVELOPMENT,

Building a scientific foundation for-sound environmental decisions

Whether one is the licensee or the licensor, the following items should be considered:
What is being licensed? To avoid later disputes, the parties must be as specific as possible.

Whether license rights, including the rights of production, distribution, manufacture and sale and the right to transfer license to a third party are permitted.
In what projects, products, or publications can one be permitted to use the licensed material?

What rights are being granted?

Is the license exclusive or non-exclusive?

Will the owner get credit, and if so, how will this be shown?

What intellectual property rights are retained by the licensor?

What is the license fee: a single one time fee, an annual fee, or royalty?

What is the duration of the license, and can it be renewed?

What warranties are being given for the use of the product by the licensor?

What are the liabilities of the licensor?

What remedies are available if the products and services are not warranted?

What obligations are there as to confidentiality of proprietary information?

Check if licensors have excluded liabilities for any indirect, incidental, special or consequential damages.

Ensure that there is a statement as to whether the agreement is subject to export control laws, regulations and requirements — depending on jurisdiction.
Under miscellaneous provisions check if there are any provisions in the agreement that may be severable and whether the invalidity or enforceability of one of the provisions affects any other.

Ensure that the relationship between the parties in the license is that between independent contractors.
Check is all claims and disputes relating to the agreement are subject to final and binding arbitration, and under what jurisdiction.

The agreement should conclude by stating that it contains the entire agreement of the parties and that it supersedes aII prior oral or written understandings or agreements between the parties with
respect to the subject matter. Services of notices, contract offers, and postal address etc must be shown here as well.
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Subcontracting

* A prime contractor may find another contractor to
perform a part of the work. Ensuring that the
subcontractor complies with EPA policies is a
responsibility of the prime contractor.

* When most prime contracts are written, the right of
the EPA QA Professional to directly communicate
with the subcontractor may not be explicitly
addressed in the contract. Consequently, EPA must
rely on the prime contractor to check and report on
the subcontractors’ performance

RESEARCH & DEVELOFMENT

Building a scientific foundation for-sound environmental decisions
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Subcontracting

» The author of this paper believes that it is in the
best interest of the public if, in all prime contracts,
the following phrase (or appropriate derivative) is
included:

“The US EPA reserves the right to directly
communicate with and perform assessments of
any subcontractors that may be attached to this
contract subsequent to award. In addition, the
EPA may assess the performance of the
subcontractor onsite; “at will” and without prior
notification to the prime contractor or
subcontractor.”

RESEARCH & DEVELOFMENT

Building a scientific foundation for-sound environmental decisions
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Legal Considerations

» Always contact the EPA Office of
General Counsel if the review of items
results in a strong cause for concern!

RESEARCH & DEVELOFMENT

Building a scientific foundation forsound environmental decisions
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Intermission
You've joined EPA Region 6’s webinar on
Quality Assurance in Electronic Environmental Data Management

We will continue on this schedule shortly

Eastern (EDT)
10:30 am Intro

PartI: Data Standards at EPA
Dawn Banks Waller
Quality Staff, Office of Environmental Information, US EPA

11:30 am Part II: Quality and Legal Considerations in the Development and Use
of an Information Management System in EPA
George Brilis
US EPA Office of Research and Development
National Exposure Research Laboratory

2:00 pm Part III: Method for Screening Data Quality in Electronic Data Systems
Roseanne Sakamoto
Region 9, US EPA

RESEARCH & DEVELOFMENT

Building a scientific foundation for-sound environmental decisions



Part 111

Method for Screening
Data Quality in Electronic
Data Systems

Roseanne Sakamoto,
Quality Assurance Office, Region 9
October 2011
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Purpose of Presentation
= Propose “core” field and laboratory QC

elements electronic data management systems

to screen for data quality in a transparent,
quantitative manner

= Making sense of chemical analytical data
and its quality using electronic data
management systems and trend charts,
whether collected for Superfund, RCRA, Water
or Air

= Propose how one might review existing
data collected by others

51
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sing Electronic Data Systems to
ransparently Summarize
ata Quality Information

[~ GROUNDWATER SAMPLING
VALIDATION OF LABORATORY RESULTS

TCELCS/ACSD % Recovery
Second Quarter 2008

ENVIRONMENTAL LABORATORY
LABORATORY REPORT # 07010104 - REPORT DATED JANUARY 11,2007

— Lower Conro Limit

LEVEL 4 - FULL QC DELIVERABLES EVALUATION FOR VOCs AND
PERCHLORATE

INTRODUCTION

d one quality control s

1\ groundwater samples
January 4, 2007 samples were hand delivered to Env 4 "
Laboratory ed in A 110 00 ¢
rected to K 0 ¢ ¢
identifications 105 ) +* % “Q é) +
1 ¢ of 5 0 ® A )
Lab 1D Matrix Analyses Requested / Comments § L B ? YY) (? ° Q’(é’ ¢ 0%
=5 __| g + 0 0
Gromdwaier | VOCs a2 LK O o s ‘wawp O Qgn deo
§ ‘ ¢ O . S9N
1) © 0 0 M
1 g [] ¢
= 5
| L]
"

(VOCs) - EPA Method 82608

olatile Organic Compound:

= Perchlorate - EPA 314.0 (Subcontr

%
%
Quality Control for the w tables and L4
comments. A summary of data quality for th final
Analysis Date

e of this 1 report.
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DISCLAIMER

The opinions expressed in this technical
presentation are those of the author and do
not necessarily reflect the views of the US
EPA, unless stated otherwise (e.g.,
requirement, regulatory citation).

Mention of any trade names or commercial
products does not constitute endorsement or
recommendations for use.

53



Environmental Data Standards (EDS)
for Sampling, Analysis and Results

o Project, February 4, 2010

o Quality Assurance and Quality Control
Data Standards, February 4, 2010

o Field Activity Data Standard,
February 4, 2010

o Analysis and Results,

February 4, 2010 s
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Environmental Data
Standards (EDS) Project

 Verify Quality Assurance Project Plan
(QAPP) Implementation

. Evaluate

Field Sampling QC results and criteria

_ILaboratory Analytical QC results and
criteria

—Performance Evaluation Samples
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EDS Results

Soil 8260 Detection Limit 10 ppb
Date Time Analyzed Results (ppb)
01/01/2011 12:01 pm 67
02/01/2011 10:00 am ND
03/01/2011 09:00 am 85
04/01/2011 01:00 pm 45
05/01/2011 09:18 am ND
06/01/2011 09:00 am 65
07/01/2011 01:15 pm ND
08/01/2011 03:37 pm 88
09/01/2011 11:07 am 78
10/01/2011 08:15 am 76
11/01/2011 02:10 pm 66
12/01/2011 10:29 am 60
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Environmental Data Standards

+n_. ®Now that we have the
QL information, what is the
e ,}? value of it to you?

o)

= How do you know the
quality of the information?
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Let’s start with
a project view
and consider a
single
measurement!
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Original results
Matrix,
contaminant of
concern (coc)

67 ppb

Can you determine data quality based on information you might ordinarily get?
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Where does the quality of
the measurement come

from?
The processes
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"I think you should be more
explicit here in step two."”

Are there metrics for determining quali

ty? 61
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Proposal of Core QC Information
for Determining Data Quality

Core: original data, matrix and contaminant of
concern

Field
Sample collection method
Field QC (calibration, precision and bias limits)
Representative of population being sampled
Sample preservation
Chain of Custody (Usually contains “Location”)
o Sample location (lat/long/altitude)
o Time, date of collection
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The 1-10-100 Rule

It makes a difference when a problem is fixed. The 1-10-100 rule
shows that if a problem is not anticipated or fixed in your work area
when it occurs, it will only become more costly to fix later in terms
of both time and money.

Prevention
Catching and fixing problems in your work area

Inspection
Catching and fixing problems internally, but after they have left the
work area

Failure
Repairing the damage of problems caught by external
customers
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Core: original data, matrix, contaminant of concern
and

Field

Sample collection method

Field QC (calibration, precision and bias limits)

Representative of population being sampled

Sample preservation

Chain of Custody (Usually contains “Location”)
e Sample location (lat/long/altitude)
e Time, date of collection

Laboratory

Analytical Method

Method sensitivity

Laboratory QC (calibration, precision and bias limits)

Holding Time

Performance Evaluation Samples

' These data and the “quality

i metadata” represent quality that is

! “intrinsic” to the data that is central
: to the work.
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1st ring:
Quality Assurance Project Plan,
e Data Quality Objectives
e Data Quality Indicators (Precision,
Accuracy/Bias, Representativeness,
Completeness, Comparability,
Sensitivity)
o Field and Laboratory SOPS and
logbooks

o Field and Laboratory Audits

e Data Screening, Validation

o Data management

o Parties performing sampling and
analysis
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Outer rings

Other Project specific interests that
managers seek to track can be
tailored into the database
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67

CORE: original data, matrix,
contaminant of concern and

Field

Sample collection method

Field QC (calibration, precision and bias),
Representativeness

Sample preservation

Chain of Custody

e Sample location (lat/long/altitude)

« Time, date of collection

Laboratory
Analytical Method
Method sensitivity

WHAT

HOW
WHERE
And
WHEN

Laboratory QC (calibration, precision and bias limits)

Holding Time
Performance Evaluation Samples

Outer rings

Other Project specific interests that managers seek
to track can be tailored into the database
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Proposed Core
Laboratory QC Info

= Analytical results, matrix, contaminant
of concern
- Method
- Sensitivity (ppm, ppb, ppt)
- Laboratory QC (calibration, precision and
bias limits)
- Holding times met
- Performance evaluation samples
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What Happens at the Laboratory?
Batch of Samples

Samples sent to the lab = QC Samples Lab Generates
. es Ms MSD Blank

= I/O Calibration — bias/accuracy

= I/O Continuing Calibration - precision

= I/0 Lab Control Sample (LCS) — bias/accuracy

= I/O Matrix Spike (MS) — bias/accuracy and matrix effects/interference

= I/O Matrix Spike Duplicate (MSD) — Precision

= O Surrogate Spike — Method Bias/Accuracy and Extraction Efficiency

= I/O Blank - contamination

= I/O Duplicates - Precision

¥ Legend I = inorganic; O = organic
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Common QC Already Performed by
Laboratories

2l 5! g | =
s T < <
wWwW X |X X X X X X X X [x X X X X
SW-846 [ X [ X X X X X X X X X
CLP X |X X X X X X X [x X X
DW X |X X X X X X X X X X
EDS X |X X X X X X X X X
WW wastewater DW drinking water
SW846 —solid waste (RCRA) EDS Environmental Data Standards

CLP contract laboratory program
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Determining Data Quality

Types of Measurements on QC Samples

=» ACCURACY/BIAS
Percent Recovery = Amount Recovered (Results) x 100

Amount Spiked (True Value)

Measures how close you are to the “True Value;" the closer the number, the better.

= PRECISION

Relative Percent Difference (RPD) = | Dup 1* — Dup 2* | x100
[(Dup 1* + Dup 2%)/2]

*Dup = results from lab duplicates
Smaller RPDs the better, results reproducible
Larger RPDs, the more unpredictable is the resulting data

n
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Example Accuracy/Bias

Calculations
20 ug/l x 100 = 67% |
30 ug/!| 1

31ug/l  x 100 = 103% L(
30 ug/I

ACCURACY/BIAS ASSOCIATED WITH SPIKED SAMPLES

Measures how close you are to the “True Value.” The closer the
results to the true value, the better (i.e., recovery of 100%). ”
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Results of Accuracy/Bias

Calculations

Date Time Analyzed Results (ppm)
01/01/2011 12:01 pm 67
02/01/2011 10:00 am 103
03/01/2011 09:00 am 85
04/01/2011 01:00 pm 45
05/01/2011 09:18 am 98
06/01/2011 09:00 am 65
07/01/2011 01:15 pm 109
08/01/2011 03:37 pm 88
09/01/2011 11:07 am 78
10/01/2011 08:15 am 76
11/01/2011 02:10 pm 66
12/01/2011 10:29 am 60
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Example Precision
Calculations

20 - 50 x 100 = 86 RPD
[(20 + 50)/2]

149 - 50| x 100 =2RPD | ®
[(49 + 50)/2] L

PRECISION ASSOCIATED WITH DUPLICATES
Smaller RPDs the better, results reproducible.
Larger RPDs, the more unpredictable is the resulting data

74
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Intermission

You'‘ve joined EPA Region 6's webinar on Quality
Assurance in Electronic Environmental Data Management

We will continue on this schedule shortly.

Eastern (EDT)

10:30 am Intro
Part I:

11:30 am Part II:

2:00 pm Part III:

Data Standards at EPA
Dawn Banks Waller
Quality Staff, Office of Environmental Information, US EPA

Quality and Legal Considerations in the Development and
Use of an Information Management System in EPA
George Brilis

US EPA Office of Research and Development

National Exposure Research Laboratory

Method for Screening Data Quality in Electronic Data Systems
Roseanne Sakamoto
Region 9, US EPA
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Making Sense
of Analytical Data Using
Trend Charts

77



raditional Validation Report
5-100 pages)

-~ GROUNDWATER SAMPLING
VALIDATION OF LABORATORY RESULTS

ENVIRONMENTAL LABORATORY
LABORATORY REPORT # 07010104 - REPORT DATED JANUARY 11, 2007
LEVEL 4 -« FULL QC DELIVERABLES EVALUATION FOR VOCs AND
PERCHLORATE

RODUCTION

N

collected seven groundwater samples and one quality control samplc on

January 4, 2007. The samples were hand delivered to Environmental
Laboratory located in on January 4, 2007. Amnalyses for
perchlorate were subcontracted to Laboratory located in Sacramento,

California. The sample identifications and requested analyses are listed below.

ARCADIS Sample ITD Tab 1D Matrix
CTOG-10-01042007 07010104-01 Groundwater
33A-INF-01042007 07010104-02 | Groundwater
33A-EFF-01042007 07010104-03

Groundwater
Gr. water

33A-201-01042007 07010104-04
3A-202-01042007 07010103-05

33A-101-01042007 07010104-06

33A-102-01042007 [ 07010104-07 Iwater

C
T12001-01042007 07010104-08 Water Quality

listed

Samples were submitted for analysis of organic and inorganic compound.
below:

- Volatile Organic Compounds (VOCs) — EPA Method 8260B
- Perchlorate — EPA 314.0 (Subcontracted to Sacramento)
Quality Control for the water sample is evaluated in the following checklist tables and

comments. A sununary of data quality for the samples analyzed is provided in the final
page of this validation report.
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Traditional Validation Report
(5-100 pages)

[~ GROUNDWATER SAMPLING
VALIDATION OF LABORATORY RESULTS

ENVIRONMENTAL LABORATORY
LABORATORY REPORT # 07010104 - REPORT DATED JANUARY 11, 2007

EL 4 - FULL QC DELIVERABLES EVALUATION FOR VOCs AND
PERCHLORATE

INTRODUCTION

collected seven groundwater samples and one quality control sample on
©ary 4, 2007. The samples were hand delivered to Environmental
in on January 4, 2007. Analyses for
located in Sacramento,

Laboratory located
perchlorate were subcontracted to Laboratory
California. The sample identifications and rcquested analyses are listed below

ARCADIS Sample TD Lab ID | Matrix Analyses Requested / Comments ‘
TCOG-10-01042007 07010104-01 A, | VOCs and Perchlorate B
A-ID 42007 7010104 u | VOCs and Perchlorate
EFF-01042007 07010104-03 ater VO!
A-201-01042007 07010104-04 D VOCs - |
A-202-01042007 07010104-05 D Groundwater VOCs |
33A-101-01042007 07010104-06 1>_ oundwater VOCs P |
33A-102-01042007 07010104-07 D dwater VOCs |

er Quality | VOCs / Trip Blank -

T13001-01042007 07010104-08 D

Samples were submitted for analysis of organic and inorganic compounds, as listed

below:

= Volatile Organic Compounds (VOCs) — EPA Method 8260B

= Perchlorate — EPA 314.0 (Subcontracted to Sacramento)

Quality Control for the water sample is evaluated in the following checklist tables and

sumumary of data quality for the samples analyzed is provided in the final
lidation report.

comments.
page of this v.
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Another Method for reviewing data

Trichloroethene Initial Calibration Relative Response Factor Data

case sdg LABID
STLV
MITKEM
SHEALY
ENVSYS
LIBRTY
MITKEM
SHEALY
MITKEM
ENVSYS
SHEALY
MITKEM
KAP
DATAC
KAP

DATAC

CLIENTSA CLIENTAN
FRACTION MPLEID  MATRIXID ALYSISID

VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE

VOA TRACE

CASREGIST

RYNUMBE

R

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

ANALYTEN
AME
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene

adate

27-Jul-10

4-Aug-09

27-Dec-10

20-Jun-08

8-Nov-07,

13-Oct-06

17-Nov-06

12-Jun-07

28-Dec-06

25-Sep-06

21-Oct-06

20-Jun-06

16-May-06

5-Oct-06

12-Jun-06

PercentRSD

5.2

4.3

6.3

7.3

10.5

4.7

33

15.2

29

21

25

14.69673

7.3

7.988618
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Trend Charts convey a thousand
words . ..

What are they?

U Plots to present laboratory and other QC results for
specific compounds of concern (COC) over time.

[0 They are a tool for monitoring and minimizing
excursions from acceptance or control criteria either
above (>) or below (<) a single line or resting
within two lines.

[0 These lines are based on laboratory and field
r:gi?ion and accuracy/bias criteria established in a

81
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Performance Evaluation Sample Results
over 5 years for two laboratories (see some
trending for both)

200
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Example Accuracy/Bias
Calculations

20ug/l x100 = 67%
30 ug/l

31ug/l x100 = 103%
30 ug/I

ACCURACY/BIAS ASSOCIATED WITH SPIKED SAMPLES

Measures how close you are to the “True Value.” The closer the
results to the true value, the better (i.e., recovery of 100%).




Plotting QC Results From Laboratory 1

Soil 8260 i
Benzene % Recovery (Accuracy/Bias)
Results for Compound X
Date Results (ppm) 200
01/01/2011 67 50
02/01/2011 103 160
03/01/2011 85 g
o
04/01/2011 45 £ 100 = - -
[ o °
05/01/2011 98 g o o A
& 60 © e o
06/01/2011 65 w© o
07/01/2011 109 20
08/01/2011 88 ' '
& & & & &
09/01/2011 78 AN N R A R S 4
10/01/2011 76 Date
11/01/2011 66
84
12/01/2011 60
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Method Upper and Lower Control Limits
(Acceptance criteria)

Accuracy/Bias Criteria +/- 20% for Compound X

200
180
160 -
2 140 ./
14 Q
S 120 )
g o o L[] { L]
& 100 <> D .
t > o oy ¢
3 80
5 Bias
& 60 ®: o o
40— © ° o
20
N N \J \J 2 N \J &
N NS NS & NS NS NS NS
> G QO O G G O o
oN N A\ d A\ A\ O\ B\ ™\
& N v A o AV o o oy
Date
85
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Screening Recovery Results

200
180
160
140
120
100
80
60
40
20

Percent Recovery

Accuracy/Bias Criteria +/- 20% for Compound X
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Plotting QC Results From Laboratory 2

Soil 8260
ERlEelE Accuracy/Bias Results for
Date Results (ppm) compound Y
01/01/2011 99 200
02/01/2011 103 180
160
03/01/2011 100 > 140
g
04/01/2011 98 g™ °
2 100 o oo
05/01/2011 100 E o
06/01/2011 95 & 60
40
07/01/2011 109 "
08/01/2011 100 0 — — —
R R RS )
09/01/2011 100 x\&Q m\& A}\\\w“ u\\\'@ %\\\w“ b\\\@ /\\&“ ‘b\&“ Q\\\@@\\\'&N&\@Q\&Q
10/01/2011 98
11/01/2011 97
87
12/01/2011 95
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Plotting QC Results From Laboratory 2

Accuracy/Bias Criteria +/- 20% for

Compound Y
200
180
160
> 140
2
120
< 100 1+ + +
g 80
9
a 60
40
20 (d) low bias
0 - - - - . . , , . . + high precision
R T T T T ORI S SR = high accuracy
» PP PSS & :
RO CIR G R R CUR G G G CUIR G oS
I S S N N M N N MR IR
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EXAMPLE 1 — QC Results for Trichloroethene
Laboratory Control Sample Accuracy Criteria +/- 20%

Laboratory Control Sample Results for TCE
Accuracy Criteria +/- 20%

160
140
120

100 W

80

% Recovery

60

40

20

Jan-15
Feb-15
Mar-15
Apr-15
May-15
Jun-15
Jul-15
Aug-15
Sep-15
Oct-15
Nov-15
Dec-15
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EXAMPLE 1 — QC Results for Trichloroethene

Matrix Spike, Accuracy Criteria +/- 40%

Matrix Spike

Accuracy criteria +/-40%

180
160
140

% Recovery

40
20

I A\ -
NVASNVARN

Jan-15
Feb-15
Mar-15
Apr-15
May-15
Jun-15
Jul-15
Aug-15
Sep-15
Oct-15

Nov-15

Dec-15
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EXAMPLE 1 — QC Results for Trichloroethene
Matrix Spike, Accuracy Criteria +/- 40%

Matrix Spike

Accuracy criteria +/-40%

180

o [ A —]

IRWASNVA

® — M m

20

% Recovery

Jan-15
Feb-15
Jun-15
Jul-15
Aug-15
Sep-15
Oct-15

Mar-15

Apr-15
May-15
Nov-15
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EXAMPLE 1 — QC Results for Trichloroethene
Matrix Spike Duplicate, Precision Criteria < 30%

100
90
80
70
60
50
40

Percent Diference

30
20

Matrix Spike Duplicate

Precision Criteria <30%

WA

/ VoA

Jan-15
Feb-15
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Oct-15
Nov-15
c-15
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EXAMPLE 1 — QC Results for Trichloroethene
Matrix Spike Duplicate, Precision Criteria < 30%

Matrix Spike Duplicate

Precision Criteria <30%

100
90

80
70

60

Percent Diference

50
40
30

r-15

Jul-15

Apr-15
May-15
Jun-15
Aug-15
Sep-15
Oct-15
Nov-15

=N
o o

o (

un-

Dec-15 /

Jan-15

Feb-15
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EXAMPLE 1, QC RESULTS FOR TCE AND ACTUAL SAMPLE RESULTS
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Contract Laboratory Program (CLP)

Trichloroethene Initial Calibration Relative Response Factor Data

case sdg LABID
STLV
MITKEM
SHEALY
ENVSYS
LIBRTY
MITKEM
SHEALY
MITKEM
ENVSYS
SHEALY
MITKEM
KAP
DATAC
KAP

DATAC

CLIENTSA CLIENTAN
FRACTION MPLEID  MATRIXID ALYSISID

VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE
VOA_TRACE

VOA TRACE

CASREGIST

RYNUMBE

R

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

79-01-6

ANALYTEN
AME
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene
Trichloroet
hene

adate

27-Jul-10

4-Aug-09

27-Dec-10

20-Jun-08

8-Nov-07,

13-Oct-06

17-Nov-06

12-Jun-07

28-Dec-06

25-Sep-06

21-Oct-06

20-Jun-06

16-May-06

5-Oct-06

12-Jun-06

PercentRSD

5.2

4.3

6.3

7.3

10.5

4.7

33

15.2

29

21

25

14.69673

7.3

7.988618
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CLP Initial Calibration Relative Response Factor %RSD, s/

b* < 30 For Trichloroethene (TCE)

ICAL Relative Response Factor % RSD

Trichloroethene
site-[ |GROUND WATER CONTAMINATION . SAN BERNARDIND CA
Lab- ALL_LABS

——— UpperLimit VOA_TRACE(Z0)
&v0A_TRACE
709
50 ®
50
0 a0
)
21
S
20
[ ] .
ol ® e :
. \. . .
. -k S . .
0 L] *n a
T T T T T T T T T T
T ; T Tz‘ T ; T ; T ; T
¢ F 2 2 8 F 5 B8 F
3 & 3 g 8 8 3 2 = 5 =
Analysis Date

Acronym

*s/b=
should be
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CLP Initial Calibration Relative Response Factor %RSD, s/
b* < 30 For Trichloroethene (TCE)

% RSD

ICAL Relative Response Factor % RSD

Trichloroethene
site-[ |GROUND WATER CONTAMINATION . SAN BERNARDIND CA
Lab- ALL_LABS
——— UpperLimit  VOA_TRACE(0)

&voa_TRACE
T04
[
504
404
B T T T T T T T
20

L ] .
ol ® e :

. *

\ ] - P -
-- ..-. .1 -» . -
N

T T T T T T T T T T
T T 0 P T 7 7 P T T T
E ¢ 2 5 2 & 2 5 F B 2
5 2 3 g 2 3 3 g 3 3 =

Analysis Date
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CLP Consolidated Results for Site XX

Initial Calibration Relative Response Factor %RSD s/b <30

%RSD

Analysis Date

Initial Calibration RRF RSD s/b >0.3

RRF

-
-

% Diffeence
-

Deuterated Mon Check Compound (DMC) % Recovery s/b 77-121%

% Recovery

Concenfration

Acronym
RSD (relative standard deviation)
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CLP Consolidated Results for Site XX

Initial Calibration Relative Response Factor %RSD s/b <30

%RSD

Analysis Date

Initial Calibration RRF RSD s/b >0.3

Bois 3 ¢
K SRR : :

% Diffeence

Deuterated Mon Check Compund (DMC) % Recovery s/b 77-121%

) t 4 Wy 1 [ .
E
Blank Contamination (s/b zero)
Acronym
RSD (relative standard deviation)
102
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CLP Lab QC Results for Site Z, Carbon Tetrachloride

Deuterated Monitoring Check Compound (DMC) % Recovery 78-129 (water)

% Recovery

300.0

2500

200.0

150.0

100.0

50.0

DMC % Recovery
1,2-Dichloroethane-d4
Soil Recoveries Limit E)*ceedances I:I
W D ias Limit Exceed

es
% ) pcove .
* % Recovery Water © % Recovery Soil —— Water% Recovery Upper & Lower Soil % Recovery Upper & Lower
Limits(78-129) Limits(79-122)
o
4
% % N 2 C 2 % sy, 5 %o, e 2 %, >, 2%, % o5 2%
Yo, % %, %, %, %, %, Yy, B, P, e, RN o, %, 1,
O G % 2 2> 2 2> 2> 2 % % % % 1N % %
Analysis Date 103
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CLP Lab QC Results for Site Z, Carbon Tetrachloride

Deuterated Monitoring Check Compound (DMC) % Recovery 78-129 (water)

DMC % Recovery

1,2-Dichloroethane-d4
Soil Recoveries Limit Exieedances I:
™ D ies Limit Exceed e
o Water % Recovery Upper & Lower S0il % Recovery Upper & Lower
* % Recovery Water © % Recovery Soil " Limits(78-129) timits(79.422)

300.0
2500 EI

200.0

w ¢ Th :

i l_’
-
50.0

% Recovery
(]

. %, % 4, %, S 3
2 2 05 2N I°N % % % % N o

Analysis Date
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CLP Lab QC Results for Site Z, Carbon Tetrachloride

Initial Calibration Relative Response Factor s/b > 0.1 Deuterated Mon Ck Cmpd (DMC) % Recovery

78-129 for water and 79-122 for soils

et kg rag

Initial Calibration RRF RSD s/b < 20%

ICAL Relative Response Factor % RSD

Blank Contamination (s/b zero)

Acronyms

Relative Response Factor (RRF)
Relative Standard Deviation (RSD)
s/b = should be
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CLP Lab QC Results for Site Z, Carbon Tetrachloride

Initial Calibration Relative Response Factor s/b > 0.1 Deuterated Mon Ck Cmpd (DMC) % Recovery

78-129 for water and 79-122 for soils

ICAL Rel,
Car

Initial Calibration RRF RSD s/b < 20%

ICAL Relative Response Factor % RSD

oB
° Acronyms
I o :;’?‘3 Relative Response Factor (RRF)
. i $2 ¢ 2 ] iz SiAY Relative Standard Deviation (RSD)
= =3 =__=% s/b = should be
T : 106
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PRP Laboratory QC Results for Trichloroethene

Laboratory Control Sample/LCS Dupli Percent R y slb 83-115%

Matrix Spike/MSD Percent Difference s/b < 25%

8% 88

JS—

[14]

Lab y Control S le/LCS Dupli Percent Difference s/b < 25% Blank

[P
w

=T
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Core Laboratory QC Information
that may be charted

Sensitivity
Initial calibration and continuing calibration

Laboratory Control Sample (LCS) and LCS Duplicate
Percent recovery

LCS/LCSD - Relative Percent Difference
Matrix Spike (MS) - Percent Recovery

MS and Matrix Spike Duplicate (MSD) - Relative
Percent Difference

Deuterated monitoring compound (DMC) (similar to
surrogates and MS) - Percent recoveries

Blanks
Internal Standards
Tunes and holding time 108
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Proposed Core Field QC Information
that also may be charted

o Field QC checks

to monitor over time What they can Indicate:
O Field Duplicates Sampler precision
U Field Blanks Contamination
= Equipment Equipment
» Field Field
=« Trip En Route
O Split Samples Laboratory precision
(compare results from two diff
laboratories)

O Other checks:
* Field Instrument Calibration, standard expiration date
« Chain of custody (presence/absence), sample preservation

« Site Physical/Chem measurement changes (for long term projects)

¢ Field Audits conducted and number of findings
* Laboratory Audits
* Percentage of data validated (screening and full validation)
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Field QC, Number of Audit Findings, and

Data Validation Performed

Field QC (Duplicate) Number of Audit Findings
Validation Perf s/b 25%
s/b < 25% s/b 0
- Field Audits Conductad Percentage of Tier 3 Validation Performed
Findings ¢ and Corrective Action g Should be 25% year
] g - "
E e O 5
e E
s 10 ]
I H
E
= 0
e H S b o PP AL A & H P
- x”;i»‘z“poﬁ"g xtsg\‘e"\gn;‘qcb”;i.\“pﬁb 50{15‘239
Laboratory Audits Conducted
Findings  and Corrective Action
w 16
s
3 12
c 10
s 8
5 6
2 4
0
I T P - R S R -]
>"f;)®§‘:°’§>"¢9®"‘i“§»JD\E"‘Q#QQ)’\‘Q@“P*QQ 110
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Chemicals often reported but may not be
in the sample (blank contamination)

Chemical
Methylene chloride
Carbon Disulfide
Acetone

Benzene

Toluene

Ethyl Benzene
Xylenes

MTBE

Trace Metals
Para-Dichlorobenzene
Freons

Phthalate esters

Possible Source of Contamination

Laboratory, common solvents used

Motor Exhaust

Nitric Acid Preservative
Restrooms
Leaking refrigerators and air conditioners

Plastics (sampling devices, gloves, etc.)

11
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Summary of all QC results tracked over time

| LaboratoryQC | | PE Sample | | No.of Audit Findings || Field@C | | Validation Perf

..........

E
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MONITOR CLEANUP
PROGRESSION

2011 2012 2013

RockWorks 15 by RockWare
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Value of Trend Charts

Quantitative, transparent method for condensing data quality information in an
easy to assimilate, visual method for QAPP implementation oversight;

Improved use of time and money; focus validation on those instances where
conditions do not meet acceptance criteria.

Self monitoring and tracking performance (short and long term trends) of QA/
QC conducted by laboratory and field staff, and whether there were excursions
from QAPP criteria (e.g., +/- 15%); bias may also be determined.

Sources of error, whether field or lab, can easily be determined by aligning
charts by date.

Implement corrective action in lab and field.

Improved oversight and control of data quality. Allows QA Office to spot check
sites — offer assistance to Project Manager.

Single out of control events fade into background of long term positive trend -
keeps things in perspective.
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Other Advantages

Improved language for contracting with laboratories and field
personnel.

Potentially Responsible Party vice-president sold by this feature;
stated he never had time to read QTRLY reports or understand
them.

Potential usefulness at public meetings to show overall positive
trend where there is concern over an anomalous result.

Improved collaboration and increased trust between stakeholders
via transparency, open government.

Screen data obtained from other sources, if QC data available for
charting.

LIMITATIONS

An effective broad brush tool, fine tuned oversight still necessary to
determine cause of deviations outside of acceptance criteria.

Check with project chemist on the validity of your assumptions
before using the data to make decisions. 116
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Other Organizations Using
Similar Tools

EPA’s Ambient Air Quality Monitoring
Program

Bay Area Air Quality Monitoring District
— Steve Randall

California Air Resources Board
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117



United States Office of Environmental EPA/240/3-08/002
Environmental Protection Information Fabruary 2006
g

<EPA Data Quality Assessment:
A Reviewer’s Guide

EPA QA/G-9R

http:/ /www.epa.gov/quality/
qgs-docs/g9r-final.pdf

118
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Intermission
You'‘ve joined EPA Region 6's webinar on Quality
Assurance in Electronic Environmental Data Management

We will continue on this schedule shortly.

Eastern (EDT)
10:30 am Intro

Part1: Data Standards at EPA
Dawn Banks Waller
Quality Staff, Office of Environmental Information, US EPA

11:30 am PartII: Quality and Legal Considerations in the Development and
Use of an Information Management System in EPA
George Brilis
US EPA Office of Research and Development
National Exposure Research Laboratory

2:00 pm Part III: Method for Screening Data Quality in Electronic Data Systems

Roseanne Sakamoto
Region 9, US EPA

120
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Reviewing Data from
Other Sources
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QMPs, QAPPS and SOPs

QMP - Organization Specific
*Describes organizations quality system
+Establishes capability

QAPP - Project Specific

*|dentifies the reasons for collecting data and for
collecting it in a specific way

*Documents how the data are collected and how
quality is maintained

SOP - Instrument/Method Specific
*Ensures consistency

- From day to day

- From one person to the next

122
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CORE: original data, matrix,
contaminant of concern and

Field

Sample collection method

Field QC (calibration, precision and bias),
Representativeness

Sample preservation

Chain of Custody

e Sample location (lat/long/altitude)

« Time, date of collection

Laboratory
Analytical Method
Method sensitivity

WHAT

HOW
WHERE
And
WHEN

Laboratory QC (calibration, precision and bias limits)

Holding Time
Performance Evaluation Samples

Outer rings

Other Project specific interests that managers seek
to track can be tailored into the database
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Comparability

Qualitative term that expresses the confidence that
two data sets can contribute to common
interpretation and analysis (e.g., compare sample
collection methods, analytical procedures, holding
times, stability issues, and QA/QC protocols).

Comparability should be carefully evaluated in order
to establish whether two data sets can be considered
equivalent in regard to the measurement of a specific
variable or groups of variables.

Quantitative measures of comparability are also
possible and involve statistical tests that measure the
similarity or difference between two or more data
sets.

124
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Illustration of Sample Support

This cartoon is ONLY to illustrate a concept:
don’t make it overly complex!

Soil within sample support outline (white area) is single
sample. The sample is thoroughly homogenized before

support #1 analysis.
Which of the 3
s sample supports
Surface layer Assume the conc of E best represents
impacted by this subsurface 2 the brown-colored
atmospheric layer is already o soil layer?
deposition known to be E
“background” °
Courtesy Deana Crumbling, 125

Superfund Technology Innovation Office

Emphasize that this is cartoon whose only purpose is to illustrate the sample support
concept.
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Representativeness:

Central to representativeness is assurance that both the
sampling and measurement processes are free from
known biases and which data accurately and precisely
represent a characteristic of a population, parameter
variations at a sampling point, a process condition, or an
environmental condition.

RCRA (40 CFR 260.10): “"Representative sample means a
sample of a universe or whole (e.g., waste pile, lagoon,
ground water) which can be expected to exhibit the
average properties of the universe or the whole.”

It implies that the decision maker can extrapolate results
from an analytical subsample to a larger mass.

126
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Completeness

A measure of the amount of valid data obtained from a
measurement system vs those planned.

It may be calculated using the following formula:

Percent completeness = number of valid measurements x 100
Total number of measurements planned

Generally like to see = 90% completeness

127
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Sensitivity

The capability of a method or
instrument to discriminate between
measurement responses representing
different levels or amounts of the
variable of interest.

128
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Reviewing and Using Data
from Other Sources

Laboratory Control Sample Results for
Trichloroethylene (TCE)
Example 5 Other Source Accuracy Criteria +/- 25% (Red Line)
2140
2120 A
8100 /\—‘-—*—NH—V
x 80
£ 60
g 40
a 20
0
2 2 92 2 9 2 9 2 9 2 9
€ 8 €8 8 8 8 8 8 8 8 £ 8
S5 & & & 5 & & 5 & & & ©
5 883 3885832 = 9
Laboratory Control Sample Results for
Trichloroethylene (TCE)
Example 6 Other Source Accuracy Criteria +I- 25% (Red Line)
140
3120 — A
g100 { & ————o———4&_
x 80 2
£ 60
£ 40
2 20
0
2 2 9 9 2 2 9 9 2 9 9 @
S 8 8 ¢ 2 ¢ &8 8 ¢ 2 g g
& & 8 2 5% 5 & 5 & 5 & ¢
= § % 3 8 8 KR ® & S = Q
5 § 83 8 8 5 8 8 2 - ¢
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Ex 5

Ex 6

Reviewing and Using
Data from Other Sources

Laboratory Control Sample Results for
Trichloroethylene (TCE)
Other Source Accuracy Criteria +/- 25% (Red Line)

2140

2120 %

3100

& 80

S 60

gao

a 20

0
2 2 2 2 9 2 9 9 9 9 9 9
€ 28 8 8 € 2 2 & 2 L & <
& & 2 &2 &2 5 & & & & & ¢
5 8 83 8 8 5 8 8 ¢ - ¢
Laboratory Control Sample Results for
Trichloroethylene (TCE)

Other Source Accuracy Criteria +I- 25% (Red Line)

140

5120 Pan

8100 { ¢ N—g—t—0—0—0——4 A

x 80 e

S 60

g 40

a 20

0

2 2 9 9 29 2 2 9 9 9 @ @
€ 8 8 8 2 8 2 £ 8 & ¢ <
& & 5 &2 5 5 &8 5 & g & ¢
= § 3 3 B 3 K @ & S = Q
5 &8 83 3 8§ 8§ 8 &8 & & = ¥

Current Criteria represented by
blue dashed lines

In Example 5, current criteria
are wider, broader (+/- 30%)
than the criteria for data
obtained from other sources
(+/- 25%). One may use all
data obtained from other
sources.

Current criteria are more
stringent (+/- 15%) than the
criteria for data obtained from
other sources in the Example 6.

One may use only the data

associated with QC results

falling within current criteria

(i.e., exclude February and

November, 2009, unless you've
consulted with a chemist on the

data usability). 130
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Ex7

Ex 8

Reviewing and Using Data
from Other Sources

Duplicate
- Other Source Precision criteria < 20% (Red line)
™ Current Precision Criteria < 30% (Blue dash line)
L5
&40
a3
=30
B2\
S 15 p—
10
S
€3
2 9 9 929 9 9 9 9 9 9 9 9
g 8 &§ 8 8§ 8 ¢ & 8 & g8 &
5 5 5 5 5 5 5 5 5 5 & &
S § 8 3 8 &85 88 s = 8
5 & & g &§ 5 8 8 ¢ = €
Duplicate
Other Source Precision criteria < 20% (Red line)
© Current Precision Criteria < 15% (Blue dash line)
%4
9
% 4
24
ol A
2 p— ry
104 \/\—-—-&/‘/ \o
5
0d
2 2 2 9 9 9 9 9 9 9 9 9
€ 8 ¢ 8 8 8§ 8 &8 &8 8 & 8
5 5 555 35 5 5 5 35 35 3
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s & 8 § &§ s 8 3 ¥ = ¥

Current Criteria represented by

blue dashed lines

In Example 7, current criteria are
wider (<30%) than the criteria
for data obtained from other
sources (<20%). With exception
of January, 09, one may use all
data obtained from other sources.

Current criteria are more
stringent (< 15%) than the
criteria for data obtained from
other sources in the Example 8.

One may use only the data
associated with QC results falling
below/within current criteria (i.e.,
Feb and Jun 2009 data are
marginally acceptable; exclude
Jan, Mar, Apr, Nov, 2009, unless
you've consulted with a chemist
on the data usability).
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Data Quality Screening

- Quality Assurance Office, Region 9 —July, 2011  version 2

Frequently the quality of results from data collection activities are difficult to assess due to the number of
reports one needs to review and digest to reach a conclusion (see Figure 1). These reviews may take
place months after data collection is conducted.

s Trend Charts May Be Used to Summarize Laboratory QC Results

Putormunse Evaluanas Sampls RISULS bt 3 J0ars

Figure 1 Figure 2

Trend charts are an effective, efficient oversight screening tool for Remedial Project Managers (RPMs),
QA Officers (QAOs), field samplers and laboratory managers for monitoring data quality for specific
contaminants of concern (COC). Figure 2 illustrates laboratory quality control (QC) results for a year or
more. The visual display of data helps to identify patterns and trends that might go unnoticed using

T I W TR P PR Y Y R U USRI U O PR Y R T

www.epa.gov/region09/qa/dataval.html 133
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)oseanne Sakamoto

sakamoto roseangp@epa gov
(415) 972 3813 ,f’-

-
_—

Stqy;}emaley
& y.steve@epa.gov .
(415) 972-3802 J

Michael S Johnson (CLP Trend Charts)

johnson.michaels@epa.gov

(703) 603-0266
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(Dawn Banks-Waller.
_banks-waller.da :

yﬂ@;@»

(202) 566-0525,

Ge{gé'lhs R ) "'9

brilis. george@e - 4 p
(702) 798- 3128 g v P
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Resources & Feedback

» To view a complete list of resources for this
seminar, please visit the Additional Resources

* Please complete the Feedback Form to help
ensure events like this are offered in the future

3 SEPA ion Program
%\ .S, Project Engineering F . -
¢ e Do to FiekdLse Session C (Green Need confirmation of

your participation
today?

/ Fill out the feedback
form and check box for
confirmation email.
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